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Overview of the Cyber Risk Aware and Oxford Cyber Academy’s ‘People Matter’ 

Webinar Series 

People are central to any organisations’ success and reputation. We have known for years 

that hackers target people before technology. For just as long, we have been repeating the 

mantra that a vigilant, cyber risk aware workforce is our main defence against cyber 

criminals. 

Yet, despite all our efforts, we have still not cracked the problem. Too many organisations 

still either ignore the “human risk factor” in their organisational resilience or apply outdated 

or compliance driven ’tick-the-box’ approaches to training their employees about cyber 

security. 

We need a fresh look. 

The ‘People Matter’ programme, organised by Cyber Risk Aware in partnership with Oxford 

Cyber Academy, brings together leaders from business, security, and academia. They will 

share their challenges, lessons learned and innovation to help any organisation develop new 

perspectives and solutions in managing their human cyber risk. 

Human factors in security: building emotional engagement within your 

company. 

Summary of our webinar held on Tuesday 13th July 2021 with: 

Liz Murray – Security Culture and Awareness Lead, the FNZ Group 

Richard Knowlton - Director of Security Studies at the Oxford Cyber Academy 

Nick Wilding - Chief Innovation Officer, Cyber Risk Aware 
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Learning about human factors from other domains 

Liz has spent 20 years of her career in both the Royal Air Force and the Army. Within the 

armed forces, each person has a role to play in keeping everyone safe. If you do not speak 

up when you see or hear something that could fundamentally impact safety, then people 

could die. It is vital to give everyone, even the most junior person, a voice. Rank or seniority 

is irrelevant if you are holding a crucial piece of information; across the military this is 

recognised as a critical element in staying safe and ultimately, keeping people alive.  

The Services are made up of a group of people who have chosen to be there and have a 

sense of duty. There is a strong culture of ‘belonging’ to the organisation, that is typical of 

most organisations whose staff want to work there. Most people want to do the right thing. 

On moving into Financial Services, Liz found she fitted in well because the security culture 

she had experienced in the services translated nicely into cyber. Her experience in 

translating complex commands, policies and directions into language that anyone can 

understand has been invaluable!  

Leaders and security teams alike must be careful about not minimising the importance of 

cyber-attacks in the language we use – for example, by saying “just another scam”. We need 

to make sure employees understand that they are not helpless in preventing cybercrime and 

that they know what to look out for in their everyday environment. There is too much in the 

media, for example, about what people can do after an event (or crime) has taken place, 

rather than what they can do to prevent it in the first place. Another example of unhelpful 

language is the term ‘Social Engineering’ – it just sounds too technical. Instead, the concept 

is simple: it is manipulation, using somebody’s trust against them. The terminology we use 

makes people, who may be non-technical, think that there is nothing they can do to prevent 

cyber incidents. 

 

 

“Most people want to do the right thing.” 
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Changing the current security narrative 

Too often we still see staff described as ‘the weakest link’ in cybersecurity. Security people 

stopped using the expression about 5 years ago, but culture, language and habitual use 

takes time to change. Unfortunately, it has been drilled into us over many years by security 

and IT staff, who believed people did not have a role to play in online safety and security. We 

need to remember that our people are part of the solution and that they have a vital role to 

play in protecting themselves and the organisations they work for. Our people are our 

strongest defence.  

The minute you tell people they are a weak link; they will instantly assume that there is 

nothing they can do to help. We have to tell people that they can take control. We then need 

to help them to understand and navigate the threats that they face, and to apply security 

policies in a way that works for them. This discipline will help them in their personal lives, as 

much as when they are working. 

 

There will always be a compliance element in security awareness that provides the critical 

baseline. We need to help people understand what they need to do to prevent an attack; 

how to spot a phishing email and how to report it. It is vital to ’operationalise’ security policies 

in ways that mean something to all our employees.  

We also need to identify the most important areas where organisations need to provide 

training, translating what can be a highly technical incident into useable and relevant 

material for our employees. For example, ransomware attacks can be a deeply technical 

issue, but essentially, they start with a phishing or spear-phishing email. Employees need to 

understand the typical tell-tale signs of what that a phishing email could look and sound like, 

what they can do to prevent it and how to report it quickly. 

 

“It is vital to ’operationalise’ security policies in 

ways that mean something to all our employees.”  
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The importance of security culture 

Cultures are based on values. One is the culture of the business towards its staff. How does 

it value them, how does it reward them and how does it develop them? Security has 

traditionally not thought about culture, but now must be seen as an ally of HR. If staff are 

not valued within the company, then there will be security implications.  

The way cultures are developing is allowing a measurement of understanding across the 

workforce – see, for example, the growing use of cultural surveys to measure security 

understanding around the organisation. An example is the use of surveys based on 

Hofstede’s culture compass, that will help in identifying what people understand, what their 

values are around security, whether they are confident and the level of competence that 

they have.  

This means that we can identify areas of security awareness where there is:  

• A confident and competent workforce. This suggests an area of lower priority, where 

you may need to provide information and training that maintains their competence. 

• A confident but incompetent workforce. This highlights a danger area where you 

need to better understand what is missing in employee understanding that can help 

them become competent in that area. 

These are baseline human security metrics that are far more important than any traditional 

metrics (like the percentage of your employees who have completed your security 

awareness training). 

The new home working environment has meant far more online security training and 

communications that have also helped to improve security awareness in people’s personal 

lives. For example, Executive Assistants do not need to understand the complexities of 

security by design, but their online behaviours with social media might increase their 

chances of becoming targets and victims of cyber-crime. The same goes for their bosses who 

are frequent targets for common spear-phishing and whaling attacks. 
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The need is to deliver common, consistent, and contextualised security messages in ways 

that are relevant to your audience. Liz highlighted the example of a communication message 

to a Board of Directors about how to protect its members. The message was conveyed in 

terms of risk and control environments, and why the nature of their work makes Directors 

targets. Meanwhile, the same message went out to some frontline staff in terms of online 

dating and how to help children behave securely whilst online. In other words, the same 

influence messaging, but communicated from two different audience perspectives. The 

same is true of security messaging to aid understanding. 

 

The power of storytelling 

There is an expression in counselling, coaching and mentoring that “You meet the person 

where you find them”. It helps people go through steps in understanding how to influence 

their own behaviours. Couple this with good stories told well and the power to influence and 

drive action and the knowledge you wish to impart will be multiplied.  

It is exactly the same in cyber security. Security training, messaging and communications 

need to help people where they are at any given time both in terms of their level of 

understanding and in the specific context of what they are doing. The ability to flex the story 

to analogise in a way that’s relevant to the specific audience is invaluable. 

 

 

 

“You need to meet the person where you find them.” 

“The need is to deliver common, consistent and 

contextualised security messages in ways that are 

relevant to your audience.”  
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We have a great opportunity with cyber security to educate everyone about the methods 

used against us by the bad guys, the cyber criminals, and state hackers who are trying to do 

us harm.   

If we are not using relevant and relatable analogies and stories that everyone can 

understand to communicate your security training, then we are not passing the message 

across effectively. By using the approach outlined above, we can also use different short 

stories, analogies to wrap up the same message but with different contexts for different 

audiences. 

Security people often have many big disadvantages:  

• We think everybody thinks like we do. 

• And that everybody knows what we know. 

That is simply not the case unless we communicate with them in ways that they can absorb 

and understand.   

We also have the challenge of responding to a digital world that is changing rapidly both in 

terms of the threat landscape and the use of technology. It is evident that the younger 

generation are incredibly adept at interacting with technology and social media. Yet, when it 

comes to doing this safely and securely, they are often very poor. They have different 

perceptions of the risks involved than those of us who have had to learn and adapt to using 

21st century technologies.  

 

We need to have the equivalent of the ‘Green Cross Code’ for cyber – a national, societal 

public service response to the cyber threat we all face in our daily lives, at home as much as 

in work.  

We have all got used to wearing masks in public places as a necessity to help save lives. We 

need to have the same focus with staying safe online. It needs to be a simple message that 

“We need the cyber equivalent of the Green Cross Code.” 

http://www.cyberriskaware.com/
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targets all ages with different stories but includes the same common, consistent message 

and tips and tricks for staying safe online. 

40 years ago, British roads were far more dangerous than today. There are three key reasons 

why they are now some of the safest roads in the world.  First, technology. Cars are easier 

to drive, and they have inbuilt technology that makes them far safer places to be in the event 

of an accident. Second, legislation. New laws, for example making the wearing of seat belts 

mandatory, meant fatalities plummeted within 2-3 years. The use of mobile phones whilst 

driving is a more recent example and importantly it is about road safety education. 

Integrated, well-funded and consistent messaging to all groups across society using multiple 

media channels – TV, face to face training, adverts, etc. It remains relevant and is still used 

today to influence road safety – simple, transferable, relevant messaging that helps the 

population understand the threat environment in which they live.  

 

 

What drives people’s behaviours? 

Using simple nudges at the exact moment of need is increasingly common. Short, simple 

guidance, advice and best practices of what action needs to be taken during your normal 

working day ensures any message is relevant and highly targeted.  

It is important to remind and reiterate how and where to report incidents in the moment of 

need. If you are aware that you may have just made a mistake, it is vital to report the mistake 

quickly so that it can be assessed and remediated as required. You should widely publicise 

a centralised reporting hub across the company illustrating: how easy it is to report, what 

and when you need to report and how reports are handled. Every message should reinforce 

the importance of and provide easy signposts for where you need to go to report incidents. 

“Short, simple guidance, advice and best practices of 

what action needs to be taken during your normal 

working day ensures any message is relevant and 

highly targeted.” 

” 

http://www.cyberriskaware.com/
http://www.oxfordcyberacademy.com/


 

www.cyberriskaware.com |www.oxfordcyberacademy.com   9 

 

This hub should be the centre of all reporting. Reporting sits at the heart of a strong security 

culture.  

 

Building advocacy at the top of the organisation 

You need to have buy-in from the top. Senior managers should say, “So what do you need 

us to do?”, “Yes, we can help” or “It would be great if we can speak to this group,” to build 

advocacy and role-modelling.  

Employees will hear so many different things that are important for the leadership team to 

communicate to the organisation. If cyber security is not part of that message, you will 

always struggle to be effective in influencing and driving more secure behaviours. It comes 

down to prioritising your day-to-day work in line with what the organisation and your boss 

has laid down as important.  

Security should be working to reach a point where it is seen as less important! One of 

Europe’s largest and most successful firms where security is owned, financed and run by 

senior executives, meets every quarter (no deputies allowed) to drive forward their business 

objectives and plans. The Security team play an expert and advisory role, but the approach 

ensures security is discussed at all stages of the strategic development of the firm and is 

seen as an integral part of the way they do business. 

Security does also have a reputation for being ‘board-bashers’. We need to change that - and 

talk with and coach senior leaders in ways that relates cyber security to critical business 

priorities and the corporate vision by using business language, not technical language. 

 

What is the goal? “Good security culture is just the way we do things here”. An environment 

where everyone knows what to do when people are not watching, and where they have 

“What is the goal? “Good security culture is just the 

way we do things here.” 
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access to the right training and interventions to allow them to make the right choices. You 

have to practice building habits that create the desired behaviours. 

 

Building emotional engagement 

1. You must understand the culture you are trying to influence because you will need 

to speak that language in order to effect change. For international  

organisations it is also important to understand cultures in different regions of your 

business as these can change the impact of different messages and training 

interventions. 

2. Understand the balance between the carrot and stick. The latter does not work in 

influencing people to do things differently. Understand which carrots can be effective 

– for some people it may be a security-based competition to raise awareness. Be 

inventive in the way you deliver your messages and understand different approaches 

will work with different people.  

3. Demystify your message by taking it out of technology and using day-to-day 

scenarios, stories, and language that your employees will relate to in their day-to-day 

lives whether at home, in the office or on the go. 
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